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Empowering Strategic

Minds Since 2012

The IADN is a leading independent defence and strategic
news and information providing website. It is a ‘not-for-profit’
‘self-sustaining’ ‘non-partisan’ ‘knowledge-building’ website
providing exclusive, non-partisan and in-depth news and
analysis on leading defence, strategic, security and related
issues pertaining to India.

The IADN was founded in March 2012 by Mr. Shantanu K.
Bansal. The IADN can be called as a unique venture which has
played an instrumental role in taking defence and strategic
issues to the wider audience. Prior to IADN, the issues related
to defence and security were limited to the interest of some
scholars and government, the IADN took upon the initiative to
enlighten public about prevailing security situation of the
country hence assisting the much needed ‘strategic culture’ in
the country from the grassroot level. Having inspired from
IADN many such news and analysis platforms mushroomed
across the open domain.

With extreme efforts, the IADN has been able to transform
itself into an open-information and knowledge sharing
platform. Time and again through its unique way of reporting,
it has touched upon the minds across the world hence
providing a way for better policy orientation in the sector it
serves. Today IADN is backed by a strong, ever-growing
community of more than 4 Lakh followers hence having a
prominent say on leading issues of national interest.

The IADN has a spotless record, it has intact the quality of
reporting as it should be. The team of editors, content writers
and graphic designers from various backgrounds, represents
every region of India- North, South, West and East which
reflects the true spirit of India. Our serving/veteran team
members have got opportunity to associate with leading
companies, institutions and government organisations.

On the occasion of 10th year in service, the IADN launched E-
magazine called “IADN Strategic Focus.” The monthly
magazine is a recap of all the happenings in the defence and
strategic sector and policy briefs in the form of E-publication.
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WEAPON TRIALS

B AGNI IV TESTED

On 6th June the Strategic Forces Command
conducted a successful training launch of AGNI IV
IRBM. The aim of the test was to confirm the
"Credible Minimum Deterrence". All the parameters
were successfully met. It can carry a 1-ton warhead
upto 4000 Km.

PRITHVI Il MISSILE TESTED

On 15th June successful training launch of Prithvi Il
SRBM was carried off with all the parameters
successfully met. It can carry between 500-1000kg
warhead upto 250-350 Km.

| VLSRAM TESTED

On 24th June VLSRSAM was successfully test fired
from a Rajput Class Destroyer ship of the Indian

VLSRSAM . .
vertically-launched short-range surface to air missile Na Vy‘ It IS a n u n de r_develop m ent Su rfa Ce to A I r

Missile (SAM) for naval use to replace Barak 1 missile. It was the first
successful test from a ship.

LASER GUIDED ATGM TESTED

The indigenously developed Laser-Guided ""1 .
Anti-Tank Guided Missile (ATGM) was . | o

successfully test-fired from Main Battle Tank
(MBT) Arjun by DRDO and the Army at the KK .

LASER GUIDED ATGM WAS TESTED
field ranges. with support of Armoured Corps YESTERDAY BY DRDO REPORTED IN NIGHT
Centre & School (ACC&S) Ahmednagar on June 28, 2022. In the test, the
ATGM hit the bull’s eye with textbook precision and successfully defeated
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the target at minimum ranges. Telemetry systems recorded the
satisfactory flight performance of the missile.

ABHYAS HEAT TESTED

The DRDO flight-tested the indigenously developed high-speed
expendable aerial target (HEAT), ABHYAS, from the Integrated Test Range
(ITR) in Chandipur off the Odisha coast.
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NEW ACQUISITION AND PROCUREMENTS

“
[ s S s e
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ARMED VERSION OF ALH MK-III
WHICH IS ARMED WITH 12.7 MM HEAVY MACHINE GUN

COAST GUARD RAISED 835 SQUADRON

The indigenously developed Advanced Light Helicopter (ALH) MK Il
squadron was commissioned into Indian Coast Guard (ICG) at its Air
Enclave in Porbandar, Gujarat on June 28, 2022. The ALH helicopters
have been indigenously manufactured by Hindustan Aeronautics Ltd.
(HAL). They feature state-of-the-art equipment, including advanced radar
as well as electro optical sensors, Shakti engines, full glass cockpit, high-
intensity searchlight, advanced communication systems, automatic

identification system as well as search and rescue (SAR) homer, the Coast
Guard said.

SEVENTH PROJECT 17/A SHIP KEEL LAYING CEREMONY

The keel for the seventh ship (Y-12654) of the prestigious P17A of Indian
Navy was ceremoniously laid on June 28, 2022 by Rear Admiral G.K.
Harish, Director General Naval Design (Surface Ship Group) at M/s

www.iadnews.in
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Mazagon Dock Shipbuilders Ltd., Mumbai. The construction of P17A ships
differ in the very concept of warship building by way of adoption of the
modern technology ‘Integrated Construction (IC)" where the blocks are
pre-outfitted before joining to reduce the build period of warships.

RAILTEL BAGS DATA CENTRE MANAGEMENT, CLOUD SERVICES
ORDERS WORTH RS 68.86 CR FROM DRDO

RailTel has bagged two separate orders pertaining to data centre
management and cloud services amounting to Rs 68.86 crore from the
Defence Research and Development Organisation (DRDO). One of the
orders is for supply, installation and commissioning for enhancement of
data centre and its networking infrastructure and is worth Rs 26.87 crore.
The other is for supply, installation and commissioning of DRDO on-
premise cloud services and is valued at Rs 36.99 crore.

L&T SIGNS MOU WITH NRT TO DEVELOP SUBMARINE-LAUNCHED
UAVsS

Larsen & Toubro (L&T) has signed a memorandum of understanding
(MoU) with NewSpace Research & Technologies (NRT), a start-up based in
Bangalore, India, to develop a new range of submarine-launched
uncrewed aerial vehicles (UAVs). The MoU was signed during a two-day
Drone Mahotsav event held in New Delhi.

DRDO STARTS INTEGRATION OF
NAG MK2 ON NEXT GEN MBTS FOR
ARMY

The DRDO has commenced work on the =
development of NAG Mk2 anti-tank
guided missile ATGM to be integrated
into Main Battle Tanks in a Twin
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launcher configuration with each launcher holding one missile.

NASA TEAM IN INDIA TO DISCUSS ON JOINT MISSION ‘NISAR" WITH
ISRO; LAUNCH LIKELY BY Q1 2023

A visiting delegation from the American Space Agency (NASA) has
indicated that the NASA-ISRO joint mission, 'NISAR', would be launched
from India's spaceport at Sriharikota in early 2023. NISAR (NASA-ISRO
Synthetic Aperture Radar) is a satellite that will use advanced radar
imaging to provide an unprecedented, detailed view of Earth. It is
designed to observe and take measurements of some of the planet's most
complex processes, such as ecosystem disturbances, ice-sheet collapse,
and natural hazards such as earthquakes, tsunamis, volcanoes, and

landslides.

DRDO CVRDE TO START INTEGRATION OF 81MM ANTI-THERMAL,
ANTI-LASER SMOKE GRENADES ON INDIAN TANKS AND IFVS

High Energy Materials Research Laboratory (HEMRL), DRDO has designed
and developed bursting and burning type of 81 mm Anti Thermal - Anti
Laser smoke grenade for Indian Army. The grenade is fired from 81 mm
calibre launcher (SGD) mounted on Armoured Fighting Vehicle (AFV). On
initiation of grenade smoke screen is instantaneously generated to defeat
Thermal Imaging (Tl) Sights and Laser equipment of enemy Tanks. The
smoke screen obscures in visual and IR regions of electromagnetic
spectrum (0.4 to 14um) for more than 20 seconds.

DRDO TO DEVELOP AN ADVANCED ARMOURED PLATFORM WITH
PRIVATE INDUSTRY

DRDO has released a RFP to collaborate with Industry for the
development of Advanced Armoured Platform (AAP-Tr) and development

www.iadnews.in
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of Crewless Turret. The future combat system is designed to be highly
manoeuvrable with enhanced protection against various forms of threats,
namely, tanks, anti-tank guided missiles, armed attack helicopters and
anti-armour mines.

BHARAT 150°- MULTI-PAYLOAD DRONE BY KALYANI GROUP
UNVEILED AT THE ‘BHARAT DRONE MAHOTSAYV 2022’

Kalyani Strategic Systems
= [ imited (KSSL)unveiled the
&' unique drone BHARAT 150,
| a multi-payload, variable
mission drone indigenously
. developed by the group.
. The X-8 configuration drone
. is already under testing by
: S the Indian Army in high

BHARAT 150 MULTI PAYLOAD DRONE altitude areas in Leh-Ladakh
and performed 8.5 KM with 20 kg payload. The drone is a Vertical Take-off
and Landing (VTOL) Unmanned Aerial Vehicle (UAS), with a maximum
take-off weight of 150 kg and empty take-off weight of 58 kg. The craft
comes integrated with an indigenously developed radio communication
system and Inertial Navigation System (INS) with anti-iamming and anti-
spoofing capabilities, making it operational in jamming and GPS-denied
environment as well.

INDIA’S LARGEST OPTICAL TELESCOPE BECOMES OPERATIONAL

India’s largest optical telescope that can identify new supernovae and
asteroids, became operational with the unique liquid-mirror instrument
getting its “First Light” up in the Himalayas. The 3.6m Optical Telescope is
located at Aryabhatta Research Institute, Devasthal, Nainital, India.

www.iadnews.in n
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BEML ISSUES EOlI FOR CO PRODUCTION OF AND SUPPLY OF
ARTICULATED ALL-TERRAIN VEHICLES (AATV)

The Indian Army had recently issued a Request For Proposal (RFP) for 18
Articulated All-Terrain Vehicles (AATV) suitable with a 13-ton payload
capacity for operations at altitudes of 18,000 feet. The Ministry of
Defence, Government of India, intends to procure Quantity 18 Articulated
All-Terrain Vehicles for Indian Army under Buy (Indian) Category and
seeks participation in the procurement process from prospective Bidders
subject to requirements in succeeding paragraphs.

BRAZIL’S EMBRAER OFFERS C-390 MILLENNIUM TO IAF; TO
BOOST HEAVY LIFT CAPABILITIES

mN | /n a potential boost to the Indian Air
Force’s (IAF) transport capabilities,
Brazilian  aircraft — manufacturer
Embraer has revealed it is “in talks”
with Indian authorities with its C-390
Millennium offering.

BRAZILIAN EMBRAER C-390

SERVING IN RUSSIA-UKRAINE WAR ZONE, ‘VECTOR AND
SCORPION’ DRONE TO UNDERGO TEST TRIAL ALONG LAC

Serving within the battle zone between Russia and Ukraine, the newest
state-of-the-art “Vector and Scorpion” drone, which is India’s longest-
range drone with a 65-kilometre telemetric vary, is all set to bear check
trials alongside the Line of Precise Management (LAC) in Ladakh in July,
forward of its doable induction into the armed forces. The 2-in-one
unmanned aerial system (UAS) is an intelligence, surveillance and
reconnaissance (ISR) drone, offering capabilities to each the army and
different safety forces. It exceeds the efficiency of the present tactical UAS
platforms in most companies in tough terrains and concrete environments

www.iadnews.in
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everywhere in the world, representatives of the corporate that has
manufactured the drone stated

BHARAT ELECTRONICS LIMITED TO WORK WITH ADE AND ADA
ON FIFTH GENERATION AMCA

Defence PSU Bharat Electronics Limited (BEL) will be working along with
Aeronautical Development Establishment (ADE) and Aeronautical
Development Agency (ADA) on the development of critical subsystems
for the fifth generation Advanced Medium Combat Aircraft (AMCA)

program.

DRDO CONFIRMS THE CONCLUSION OF CARRIAGE AND
SEPARATION TRIALS OF ASTRA MK 3 BVRAAM

The DRDO has confirmed that it has completed the carriage and
separation trials of the 340 kilometres range Astra Mk 3 air-to-air missile
for which two Astra Mk 3 missiles FT1 and FT2 were used for separation
trials from a Sukhoi Su-30 fighter jet earlier this year. The DRDO is now
preparing to assemble a fully integrated missile that will be powered by a
Solid Fuel Ducted Ramjet (SFDR) propulsion that has been jointly
developed with Russia that will be used to start developmental trials by
mid of 2023.

KEY ROLE OF HYDERABAD FIRM IN MAKING INDIGENOUS ANTI-
TANK MISSILE

The country’s first indigenous anti-tank missile ‘Asibal’ conceptualised,
designed and manufactured in the private sector is going to be
manufactured at the city-based VEM Technologies upcoming integrated
defence systems facility at National Investment Manufacturing Zone
(NIMZ) at Zaheerabad in Sangareddy district, about 120 km from the
capital.

www.iadnews.in
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INFANTRY PROTECTED MOBILITY VEHICLE

IAF  ISSUES RFI FOR ENHANCED CAPABILITY GLOBAL
NAVIGATION SATELLITE SYSTEM (ECGNSS) JAMMERS

The Ministry of Defence has issued a Request for Information (RFI) for 24
Enhanced Capability Global Navigation Satellite System (ECGNSS)
Jammer and associated equipment. The Enhanced Capability Global
Navigation Satellite System (ECGNSS) Jammer is intended to protect
Indian assets from Satellite Navigation System Receiver-based guided
weapon/ missile/drone/ small UAV attacks by jamming and spoofing (in
space & time domain) the on-board GNSS thereby degrading their
navigation accuracy.

INFANTRY PROTECTED MOBILITY VEHICLES (IPMVS) INDUCTED
INTO INDIAN ARMY

Made in India Infantry Combat Vehicles were inducted in the Indian Army
on June 24 in Leh district of Ladakh. Northern Army Commander Lt Gen
Upendra Dwivedi drove the Made in India Infantry Combat Vehicle in Leh.
The vehicle was developed jointly by Defence Research and Development

www.iadnews.in
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Organisation (DRDO) and Tata Group. One can easily drive the vehicle in
harsh conditions and the driver can see 1,800 metres away from it. The
weapon mounted on it can be controlled from inside.

PROCUREMENT OF NEXT GENERATION CORVETTE'S

The Defence Acquisition Council (DAC) has given the Acceptance of
Necessity (AoN) for procurement of next-generation Corvettes for the
Indian Navy at an approximate cost of Rs 36,000 crore. They are highly
agile ships and are categorised as missile boats, anti-submarine ships,
coastal patrol crafts and fast attack naval vessels and are very efficient in
naval warfare in high seas.

www.iadnews.in
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ADNIERIEES

CYBERSECUIRTY SKILLS A NATIONAL
IMPERATIVE
Mr. Shantanu K. Bansal

the driving forces in the next decade. These demand new roles

and skill sets. Hence, cybersecurity infrastructure, training and
development of necessary skill in this field is highly important. The
challenge in front of India is not just having adequate cybersecurity
workforce but also ensuring that the workforce in cybersecurity is
equipped with required skill sets to ensure better secured Digital India.
There is already a shortage of nearly 1.5 million cybersecurity
professionals in the country.

N ew sciences and technologies in the field of cybersecurity are

www.iadnews.in
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THE SHORTAGE OF QUALITY
CYBERSECUIRTY WORKFORCE
AROUND THE WORLD

ISACA, an international professional association
focused on IT governance did a survey which
indicates that as many as 80 per cent of hiring
managers no longer believe a four-year degree
adequately prepares students for cybersecurity
jobs. It found that 61 per cent of organizations
believe that fewer than half of all applicants for
open cybersecurity positions are actually qualified
for the job.

the U.S.
government came up with National Centers of
Academic Excellence (NCAE),
program that focuses on improving cybersecurity

In order leverage the skills gap
a government

education in US by encouraging colleges with

SHANTANU K. BANSAL

Founder of IADN. He has
more than 10 years of
experience in research and
analysis. An award-winning
researcher, he writes for the
leading defence and security
journals, think-tanks and in-
service publications. He is a
senior consultant at the Indian
Army  Training Command
(ARTRAC), Shimla.

Contact:
Shantanukbansal2@gmail.com

cybersecurity degrees to meet a set of academic
standards which is developed by experts at US National Security Agency
(NSA) and Department of Homeland Security (DHS). (1)

Centre for Strategic and International Studies (CSIS) IT Decision Maker
Survey done across eight developed countries found that 82 per cent of
employers report a shortage of cybersecurity skills, and 71 per cent
believe this talent gap causes direct and measurable damage to their
organization.

China also suffers from a severe shortage of cybersecurity professionals.
At a cybersecurity symposium in April 2016 President Xi pledged greater
state commitment both financially and policy wise to upping China's
cybersecurity capabilities particularly the identification recruitment and
cultivation of talented individuals. (3)

www.iadnews.in
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POLICY PERSPECTIVES
IN THE INDIAN
} SCENARIO

Rakesh Kharwal, Managing
Director, Cyberbit Co., India
| notes that several engineering
colleges have started courses
on cybersecurity but the

curriculum isn’t strong enough.
There is not much scope to acquire skills through the bookish knowledge
they transfer. The technologies change in three months and the theories
hardly come handy in real life. Today we need people who have worked
on multiple vectors of threats in real time. (2)

No other sector in India is as vulnerable to a shortage of trained and
skilled human resource as cybersecurity. The Vivekananda International
Foundation (VIF) Task Force Report on Credible Cyber Deterrence in
Armed forces of India also calls for establishing National Academy of
Information Security (NAIS). (4)

A report by ASSOCHAM and PwC on ‘securing the Nation’s cyberspace’
notes that government must encourage organizing cyber security-related
challenges and competitions at national level to generate interest and
find innovative solutions to cybersecurity issues. Government must offer
scholarships for students pursuing courses in cybersecurity, specifically
that conducting doctorate research in the field of cybersecurity. (5) At
present events such as US based maker faire for creative digital
workshops is currently limited to IT hub like Bengaluru but it should
become a nationwide practice. (6)

The International Council of Electronic Commerce Consultants (EC-
Council) states that there is a need to involve academia like universities,
impart training, set-up labs and foster competition to deal with

www.iadnews.in
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cybersecurity issues. (7) There is a requirement that multi-level
cybersecurity should be introduced as a topic for graduate, post-graduate
and doctoral studies in Indian institutions. (8)

Maj. Gen. PK Mallick (Retd.) notes that cybersecurity research community
should have their own discussion forum like The Institution of Electronics
and Telecommunication Engineers (IETE), Computer Society of India (CSI)
etc. It can be a Society of Information Assurance where new ideas can be
discussed and validated. A technical journal can be a part of this society
where peer reviewed papers can be published. (9)

There will be a requirement for
setting up-skilling institutes, some of
them anonymous, to re-skill and up-
skill personnel so that they stay
updated and have adequate
mobility and opportunities  for
career progression. Qutsourcing

skill  development  programmes
would be a cost-effective solution to
this problem.

FOLLOWING TRENDS AROUND THE WORLD

The Cyber Retraining Academy is an effort by the UK government to
provide an opportunity for those with high natural aptitude but no formal
cyber background to undergo an intensive 10-week program that
prepares them to transition into cybersecurity careers.

Another example is The U.S. Cyber Challenge (USCC) which is a national
program supported by DHS that develops and hosts cybersecurity camps
and competitions for high school, college, and postgraduate students.
The USCC consists of two complementary initiatives: the Cyber Quests
online challenge series and the week-long Cyber Camp program for
aspiring cyber professionals. (10)

www.iadnews.in
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Today, as part of the NCAE program of U.S. as discussed above there are
over 230 schools have been designated as CAEs, with the majority
recognized as Centers of Academic Excellence in Cyber Defense (CAE-
CD), focusing on reducing vulnerabilities in national information
infrastructure. An additional 20 programs have met the more rigorous
requirements necessary to be recognized as Centers of Academic
Excellence in Cyber Operations (CAE-CQO), concentrating on specialized
offensive cyber operations to enhance U.S. national security

In China, the Central Military-Civil Fusion Development Commission,
under the leadership of Xi Jinping himself, established the Cyberspace
Security Military-Civil Fusion Innovation Centre. In 10 years-time their plan
is to establish 4 to 6 world class cybersecurity schools in Chinese
universities as training grounds for Cyber techies.

RENEWED ROLE OF HR IN CYBERSECURITY

Focus should also be upon the management of Human Resources (HR) as
many of the Cybersecurity experts suggest that in 70 per cent of cases,
hackers are successful in their tasks because of human errors and
carelessness. When employees do not see themselves as part of the
efforts they will act in ways that ignore security interests.

The task before cyber operators is highly specialised and demanding.
Hence keeping them motivated is a big challenge. The challenge,
therefore, is two-fold - first to keep them motivated, and second, to make
the environment aware about the importance of their task.

Human resource in the IT sector in
general and cybersecurity experts in
particular is not prone to a long
chain of rigid hierarchies. They work

in a flat organisation driven by the
\ concept of the ‘knowledge worker'.
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Their organisational culture inculcates and encourages interdisciplinary
cooperation, a seamless flow of information, honesty and integrity in
reporting and ownership of responsibilities.

Members in the organisation have to be creative, innovative and keen to
learn from their experience. Organizations must recognize these cultural
attributes and formulate specific HR policies and terms of engagement for
this highly technical and limited resource.

The private organizations have a bigger role to play in developing
required cyber-skills as compared to the state sector as this sector is now
mostly driven by private organizations, as per some estimates more than
80% of Critical Information Infrastructure (Cll) is with the private firms
today.

Special attention must be given to the use of social media and look out for
any ‘insider threat’ during surprise audits, such checks must be instituted
within the cybersecurity organizations.

WAY AHEAD

It is highly recommended that the government must acknowledge and
carry out landscape survey for assessing the future opportunities and
demand for skill levels in cybersecurity sector next ten years. Which can
help to bridge the skill level and policy framework gaps and to evolve a
strategic road map and micro level action plan clearly defining roles of
various stakeholders such as government, industry, academia and others
with clear timelines and outcomes. The new skillsets need to be
developed and integrated into security sector specialties and the civilian
work forces, also focusing on optimal level of civil-military integration in
this sector.
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End Notes

https://www.csis.org/analysis/cybersecurity-workforce-gap

https://cio.eletsonline.com/interviews/we-are-in-dire-need-of-skilled-cybersecurity-professionals-says-
rakesh-kharwal-md-cyberbit-india-south-asia-asean/62695/

Cybersecurity Citizens of 2030 an event organized by Center For Knowledge Sovereignty (CKS), Center
for Joint War Studies (CENJOWS). (https://varindia.com/news/cyber-security--citizen-of-2030)

VIF, Credible Cyber Deterrence in Armed Forces of India
(https://www.vifindia.org/sites/default/files/Credible-Cyber-Deterrence-in-Armed-Forces-of-
India_0.pdf&ved=2ahUKEwjHM4CFyaH2 AhUT7XMBHXSGAXsQFnoECEEQAQ&usqg=A0vVaw23m8
Mpzt91Kgy2jSZuDjd6)

https://www.pwec.in/assets/pdfs/publications/2017/securing-the-nations-cyberspace.pdf

Cybersecurity Citizens of 2030
Ibid, VIF, Credible Cyber Deterrence

https://www.siliconindia.com/news/enterpriseit/India-Unlikely-To-Meet-Cybersecurity-Workforce-Target-
ECCouncil-nid-151721-cid-7.html

https://www.vifindia.org/sites/default/files/research-and-development-in-cyber-domain-and-indian-
perspective.pdf

10. Ibid, CSIS, Cbersecurity workforce gap
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MILITARY DOMAINS, DIMENSIONS, DOCTRINES:
TOWARDS DESIGN CENTRIC WARFARE
Mr. Navneet Bhushan

e need a clear, comprehensive and unambiguous delineation

of military domains, military dimensions and of course

emerging military doctrines and forms of warfare. In this
new column "Of Military domains, dimensions and doctrines - Towards
a Design Centric Warfare", we will be exploring and explaining a new
model to comprehend the four substrates or domains of reality —
Cognitive, Living, Informational and Physical. The changes observed in
these domains can be identified and codified into military dimensions.
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There are four fundamental dimensions (the
3-dimensional spatial world) and temporal
dimensions that we observe in our sensory
human experience. We define 7 natural
dimensions and many derived dimensions
of what Chinese called
warfare" and which Russia utilized as
"hybrid warfare" and US/West is calling the
multi-domain and futuristic mosaic warfare

"unrestricted

with decision centric warfare templates.

We argue and explain that in the future
model of warfare it will be what we call the
"Design Centric warfare" where the OODA
loops of John Boyd have to give way to what
we call the UDO cycles (understand, design
the
upcoming military force structures based on

and orchestrate) - especially in
MUM-T - (manned unmanned teaming).
Unmanned-Remote-Hypersonic-Precision

warfare in the sixth wave of innovation
(2020-2045) with algorithmic intelligence
and quantum computing built on things

NAVNEET BHUSHAN

A  former  Defence  Scientist,
he is founder director of CRAFITTI
CONSULTING (www.crafitti.com) - a
Strategy, Technology, Innovation and
Intellectual Property Consulting firm
focused on co-crafting solutions for
global problems.

He regularly writes on defence
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of Strategic Decision  Making-
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http://innovationcrafting.blogspot.com.

Contact:
Navneet.bhushan.crafitti.com

becoming nano, autonomous and networked to synthesize reality, energy,

and biology, will transform warfare and wars.

We assert that there are four main domains of our existence -
Cognitive/Mind (C), Lite/Living domain, Information Domain (l), and
Physical (P) domain. We call them the CLIP domains. The impact of
technological changes as reflected in the sixth wave of innovation (see

http://www.crafitti.com/sixth-woi.html) will transform warfare ahead.
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We will describe the
evolutionary paths and

Mannad-Unmannad Teaming (MUM-T)

potential revolutions of
warfare characteristics and
possible ways nature of
war itself may change as a
calibrated organized threat

Improved situational awareness

and capability to
degenerate and demolish the opponents’ systems of existence and
sustainability. This could lead to new emergences. Rather than the

Clausewitz’s “invariant” nature of war as reflected in " organized violence "
new evolution will lead to and will be led by novel complex intelligent
strategic systems that will evolve from optimization focus to anti-fragile
evolvability through on-the-fly assurance of robust actions.

THE MULTI-DOMAIN MULTI-DIMENSIONAL OODA ‘.
LOOPS FOR A NATION’s CAPABILITY ASSESSMENT ./_\
©
crafting innovation together CRAF'TTl
A CLIP Domains of Warfare |
Your Nation COGNITIVE (OODA) LIFE (OODA) INFORMATION (OODA) PHYSICAL (OODA) |
Dimensions of Warfare (N) Observe Odent | Decide | Act Observe Ortent Decide 1 Act | Observe Ortent Decsde | et ||| observe ’ma‘“‘f”‘ Act
P + + + - - + | o+ + X X
= ¥ + + + + : + + + + |+ |+ I
Sea + + + + + + + + - + + + + |+ | + Y
Sub-surfoce & Seabed + + + - + + + + - + + + + |+l +]+
Cyberspace - - + - + + + + - - - + + |+ -1+
€M Space + + - + + + - + - + ST
Space + + I + + - - + + + + o+
WMDs + + - Tl - + - - + + |+ + |+
Missiles + + + + + + + + + + + + + |+l +]+
s + + - - + + + + - + |+ uz
Aehont Rebottc + + - + + + + + + |+ o+ o+
Semi-Military/ Asymmetric + + + + + + + + + + + |+ | -1+
Economic/ Tndustrial + - - + q + + + - - - + H + -1+
Ecological/ Emironmental + + - & 0 5 + + - - + - - -+ ]+
Political/Socil + + + “ + | + + | + + + + |+ | +]|+ n

Multi-domain Multi-dimensional OODA Loops for A National Capability Assessment: Crafitti
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In this context, the fundamental shift in warfare will be the role of
commanders shifting from Decision makers to Battle/Combat
Designers. It will need the transformation of John Boyd’s Observe,
Orient, Decide and Act (OODA) loops that have been the key strategic
construct to a much more relevant and proposed construct of
Understand, Design and Orchestrate (UDO) - the new UDO loop of
battle design in a manned-unmanned teaming (MUM-T). The teamed-
up systems will provide the battle-designers a new ability to impose
political will through strategically designed calibrated-battle for organized
threat to demolish and disrupt the adversary.

KEY DISCUSSION TOPICS COMING AHEAD
e Warfare in 5 waves of Innovation (till 2020)
e The Sixth Wave of Innovation (2020-2045)

e The Unrestricted Warfare through Multi-domain Multi-dimensional
Weaponization

® Remote Lethality for 7Ds of Destruction
e The C5ISR - The Systems Fusion from System of Systems
® Manned-Unmanned Teaming - The Holy Grail of Unmanned Warfare

® From Mechanization to Informatization to Intelligentization (The Chinese
Thinking)

e Towards Genius Warfare Systems

e A readiness assessment and evolution framework for Multi-Dimensional
Multi-Domain MUM-T wartfare with OODA and UDO loops
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TECHNOLOGY FOCUS

~ AT -

PLA ZT1 15 LIGHT TANK

SKYE AIR MOBILITY UNVEILS LONG-RANGE UAV

Aimed at intra- and inter-city as well as inter-cargo movements, the UAV is
three times faster than multi-rotors claiming 100 kmph speed and has an
endurance of 90-minutes. The new UAV, which has a 6-kg payload
capacity and a 100 km range, has the largest wingspan electric vertical
take-off and landing (EVTOL) in the country.

ATMANIRBHAR BHARAT: LIGHT WEIGHT TANKS FOR THE INDIAN
ARMY WILL ROLL OUT NEXT YEAR, SAYS DRDO CHIEF

In 2023, Indian Army will soon have Light Weight Tanks which have been
made in India in collaboration with Defence Research and Development
Organisation (DRDO) and Larsen & Toubro (L&T). The making of the Light
Weight Tank comes under Make-I, or “government funded” project
category.

MULTIPURPOSE VESSELS (MPV) BY L&T FOR INDIAN NAVY

Having multi-role support functions such as maritime surveillance &
patrol, launching/ recovery of torpedoes and operation of various types of
aerial, surface and underwater targets for Gunnery/ ASW firing exercises.
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INTERNATIONAL RELATIONS

THE GLIMPSES FROM G-7 SUMMIT

India got the warm welcome in recent G-7 summit hosted by Germany.
While addressing the G-7 countries on “Investing in a better future :
Climate, Energy, Health”, PM Modi emphasized on India’s track record on
achieving 40 percent energy capacity from non-fossil sources before the
target time.”"When a large country like India shows such ambition, other
developing countries also get inspiration. We hope that the rich countries
of G-7 will support India’s efforts. Today, a huge market for clean energy
technologies is emerging in India,” said by PM Modi. “The scale that India
can provide for every new technology can make that technology
affordable for the whole world, he asserted. The core theories of the
circular economy have been an integral part of Indian culture and
lifestyle,” further adding to his statements. US President Joe Biden and
French President Emmanuel Macron specially greeted PM Modi while
walking towards him in a special gesture.

www.iadnews.in



Volume 1 | Issue 2 | June-July 2022

PRIME MINISTER NARENDRA MODI VISITED UNITED ARAB
EMIRATES

PM Modi accompanied by NSA Ajit Doval
and Foreign Secretary Vinay Kwatra, visited
UAE to express his condolences on the "
demise of Former President of UAE Sheikh _
Khalifa bin Zayed Al Nahyan happened last &=
month. PM Modi has also congratulated |
Sheikh Mohammad bin Zayed Al Nahyan for
electing as next President of UAE. The visit

[

PM MODI VISITED UAE

has reinforced the comprehensive strategic
partnership between two countries.

USA SHOWS DISAPPOINTMENT ON NUCLEAR TALKS WITH IRAN

During the nuclear negotiations between USA and Iran in Doha (Qatar),
USA showed its dismay due to Iran’s disobedience regarding nuclear
talks. "While we are very grateful to the EU for its efforts, we are
disappointed that Iran has, yet again, failed to respond positively to the
EU's initiative and therefore that no progress was made," said USA
spokesperson. While on the other side of the story, it has been also noted
that the Iran has demanded to remove the name of Islamic Revolutionary
Guard Corps from USA's terror list.

AMNESTY INTERNATIONAL ACCUSED RUSSIA FOR BOMBING
MARIUPOL THEATRE

In a recent report published by Amnesty International, Russia has been
accused of “war crime” for bombing a civilian shelter in Mariupol. Over
thousands were taking shelter under a theatre in Mariupol when Russian
missile did a strike by destroying it, said the Amensty report. In a
statement given by head of Amnesty in Ukraine, she said :"Until now, we
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were speaking about an alleged war crime. Now we can clearly say it was
one, committed by the Russian armed forces."

PUTIN STAYS CALM ON NEWS ABOUT FINLAND’S AND SWEDEN’S
PLAN TO JOIN NATO

Russian President Vladimir Putin said he has no problem if both Finland
and Sweden join NATO since Russia does not have any territorial enmity
with these nations. Though he further added that, "if military contingents
and military infrastructure were deployed there, we would be obliged to
respond symmetrically and raise the same threats for those territories
where threats have arisen for us". As per the media, both Finland and
Sweden have applied to join NATO amid ongoing Russian-Ukraine war.

CHINA LAUNCHED NEW SPACE ENVIRONMENT DETECTION
SATELLITE

China launched its new satellite for
space environment detection namely
Tianxing-1 through its Kuaizhou-1A
carrier rocket from the Jiuquan
Satellite Launch Center in China. As
per the media, this is the 15th time

Pt

China is launching a satellite for _CHINA LAUNCHED

SPACE ENVIRONMET DETECTION SATELLITE

research purpose.
TAIWAN’S GENERAL CHARGED FOR SPYING FOR CHINA

A retired Taiwenese along with his senior military officers were charged
for spying for China and advancing Chinese espionage network in
Taiwan. Although, this is not the first case for Taiwan to handle such
spying cases, earlier, the former head of Taiwan’s intelligence unit was
prosecuted for spying for China and favoring Chinese Communist Party in
Taiwan. Apart from this, many Chinese fighter planes intruded Taiwan’s
Air Defence Zone last month as per the reports.

www.iadnews.in



Volume 1 | Issue 2 | June-July 2022

TURKEY KILLED FOUR PKK FIGHTERS IN IRAQ BY DRONE STRIKE

Four activists from Kurdistan Workers Party
(PKK) were killed in a Turkish drone strike in
autonomous  Kurdish  region of rag. |
According to the statements of Kurdish |
leaders, Turkey targeted a vehicle belonged
to PKK activists and intentionally hit it with a
drone. Prior to this incident, Turkey was also
accused of attacking Kurdish camps and = turkev orone stike on prk FicHTERS
bases in Kurdish autonomous region of Iraqg.

HAMAS MILITARY BASES HIT BY ISRAEL

As per the international media, several
Hamas Military camps and bases are
destroyed by Israel this month by
continued strikes. The strike took place
after Hamas terrorists attacked civilians in
Israel. "A short while ago, in response to
the rocket attack, (Israeli military) aircraft
__ struck a number of Hamas terror targets
8 in the Gaza Strip," said by Israel’s Army.
#= When Palestinian groups specially Hamas
@ fircd rockets from their territory, Israel

Y fired its warplanes in respond, quoted
media.

CHINA WILL CONTINUE ITS SUPPORT FOR RUSSIA
Chinese President Xi Jinping assured that China will continue its support

to Russia. China has also refused to condemn Russia’s military operations
in Ukraine. Although, USA has already concerned this matter for same, Xi
Jinping has accused USA for standing on the wrong of history in one of
his statements.
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SPECIAL HIGHLIGHTS

S

ISHANK (K43) | INS AKSHAY (P35)

INS N

INS NISHANK AND INS AKSHAY DECOMMISSIONING

Indian Navy Ships Nishank and Akshay were decommissioned on 03 June
2022 after rendering 32 years of glorious service to the nation. The
decommissioning event was conducted at Naval Dockyard, Mumbai in a
traditional ceremony wherein the national flag, the naval ensign and the
decommissioning pennant of the two ships were lowered for the last time
at sunset.

While INS Nishank was commissioned on 12 September 1989, INS Akshay
was commissioned a year later on 10 December 1990 at Poti, Georgia.
INS Nishank and INS Akshay were part of the 22 Missile Vessel Squadron
and 23 Patrol Vessel Squadron respectively under the operational control
of Flag Officer Commanding, Maharashtra Naval Area.

The ships were in active naval service for more than 32 years and during
their illustrious journeys, participated in several naval operations including
Op Talwar during the Kargil War and Op Parakram in 2001.
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DEVELOPING STORIES

e e e e il Indian Aerospace Defence News - ***
% eien | e befence News (LRON) =/ IADN updated their cover photo.
@NewsI|ADN

1d-Q
Indian Space Promotion & Authorisation Centre(IN-
SPACe) has started authorising private firms,marking This year IADN celebrates its 10th anniversary.
the beginning of private space launches in India. The IADN has been actively serving since 2012

Dhruva Space Pvt Ltd & Digantara Research and
Technologies Pvt Ltd,were authorised on June 24 to Creation: Kuldeep Patel/IADN
launch their payloads.#IADN

@ B 27 Jun 2022

Indian Aerospace Defence News (IADN) %%

@NewsIADN
#DRDO's #STAR (Supersonic TARget) missile could be g‘ Indian Aerospace Defence News (IADN) b
further developed into Anti-AWACS AAM. = @NewsIADN

o X . The Hindu June 25, 1975.
While little is known about the present status of this,

it's claimed that it will be a low-cost option than the June 25 is considered as black day of

more expensive #Astra MK3.#/ADN democracy.#Emergency1975Hauntsindia
#Emergency1975 @the_hindu

) = 25 Jun 2022
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